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[[CUname]] (Credit Union) recognizes its responsibility to protect the privacy of member nonpublic personal information. The Credit Union will attempt to combat common e-mail and Internet fraud called “phishing.” Phishing e-mails direct consumers to false “member service” websites or directly ask for member nonpublic personal information. These scams contribute to a rise in identity theft, credit card fraud, and other Internet-based fraud. 
1. PREVENTION AND MITIGATION. In an effort to prevent and mitigate the harm of a phishing attack, the Credit Union will do the following:
  
A. Inform members that the Credit Union will not solicit confidential or sensitive member information via e-mail, telephone, or other communication methods. This information will be provided to members on a periodic basis through the use of the Credit Union’s website, newsletters, periodic statements, and statement stuffers. 
 
B. Keep abreast of advances in technology designed to protect member information and reduce e-mail and other Internet-related fraud, and will take advantage of any and allany effective and practical measures to do so. 
 
C. Provide members with a “spoof-reporting” e-mail address for members to send suspicious e-mails to the Credit Union.
 
D. Apply system (hardware and software) patches and upgrades on a timely basis, pursuant to the Credit Union’s Patch Management policy.
 
E. Maintain information security procedures in accordance with current industry best practices and regulatory guidance.
 
F. Keep website certificates current and educate members how to verify that the pages they are viewing are actually those of the Credit Union. 
 
G. Train security and service staff regarding the Credit Union’s policies and procedures for protecting member information so that they are sensitive to member comments and informed of the appropriate actions to take. 
 
H. Monitor telephone call volumes and account activity, such as an unusually high volume of logins, password changes, transfers, withdrawals, etc. 
 
2. EDUCATING MEMBERS. The Credit Union will educate members regarding the prevalent e-mail and Internet-related fraudulent schemes, such as phishing, and how to avoid them. The Credit Union will utilize its website, newsletters, and statement stuffers to communicate this information. The following messages will be conveyed to members: 
  
A. The Credit Union’s web page should not be accessed from a link provided by a third party. It should only be accessed by typing a website name, or URL address, into the web browser or by using a “bookmark” that directs the web browser to the Credit Union’s website.
 
B. The Credit Union will not send e-mail messages requesting confidential information, such as account numbers, passwords, or personal identification numbers (PINs). Members will be reminded to report any such requests to the Credit Union. 
 
C. The Credit Union will maintain current website security certificates that assure online members that its website has been authenticated by a third partya third party has authenticated its website, and that electronic interfaces with members (such as Internet transactions) will be encrypted confidential transactions are secured by SSL (secure sockets layer) encryptionusing TLS (Transport Layer Security) 1.2 or higher. The Credit Union will describe how members can authenticate its website pages by checking the properties on a secure web page. 
 
D. What the member should do if they suspect that they are the targets of a phishing scam, or have provided personal financial information in response to a phishing scam.
 
3. RESPONDING TO PHISHING SCHEMES. The Credit Union will respond to incidents of phishing by taking the following actions: 
  
A. Notifying members of known phishing schemes and cautioning them against responding, by using the following methods: 
  
i. Posting a prominent notice on the Credit Union’s website home page and login screen; and
 
ii. Contacting members directly by mail and/or e-mail and providing them with the information noted above; 
 
B. Notifying Internet service providers, domain name-issuing companies, and law enforcement to shut down fraudulent websites and other Internet resources that may be used to facilitate phishing or other e-mail or Internet-related fraudulent schemes;
 
C. Increasing suspicious activity monitoring and employing additional identity verification controls;
 
D. Flagging and closely monitoring the accounts of members who report that they have fallen victim to a phishing or similar scam. 
 
E. Offering members assistance when fraud is detected in connection with member accounts; 
 
F. Alerting staff to incidents of phishing so that they are sensitive to the situation and report activity such as unusual address change requests, account transactions or new account activity. 
 
G. Notifying the proper authorities when phishing schemes are detected, including promptly notifying the NCUA Regional Office and the appropriate law enforcement agencies; and 
 
H. Filing a Suspicious Activity Report when incidents of phishing are suspected. 

